CHAPTER

~ ETHICS FOR IT WORKERS
AND IT USERS

This above all: to thane own self be true.
—William Shakespeare, playwright -

VIGNETTE

New York City Payroll Project Riddled with Fraud

The CityTime project was meant to replace a largely manual, paper-based payroll system for the city
of New York (NYC). The goal was to provide a tool that would help city administrators manage a
workforce of over 100,000 employees spread across 63 departments. It was also intended to simplify
the employee time-reporting process, which was complicated by numerous union timekeeping rules,
and to identify employees who tried to fraudulently inflate their paychecks. The project was initiated
in 1998 when the cily awarded the contract to a subsidiary of MCI, a telecommunications company

that later ran into financial scandals and, ultimately, filed for bankruptcy.'

In 2001, the CityTime contract was reassigned to Science International Applications Incorporated
(SAIC), a defense company. In an unusual move, the handoff to SAIC occurred without the contract
going through the normal competitive bidding process required for contracts of this size. Around the

same time, Spherion Atlantic Enterprises was hired as a subcontractor to provide quality assurance
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on the CityTime project, with an initial contract of $3.4 million. The city's contract with Spherion was

eventually revised 11 times, with a resulting cost of $48 million.?

Richard Valcich, the NYC payroll office executive director during the initial years of the project.
accused SAIC of dragging its feet on the project and was skeptical of the company'’s ability to deliver
a quality product. However, Valcich retired in 2004 and was replaced by Joel Bondy, a staunch
advocate of the project.® In this role, Bondy was responsible for overseeing and re-awarding Spher-

ion’s contract. It was later discovered that Bondy worked for Spherion for two years prior to joining
the city.

In another questionable move, the CityTime contract was switched from a fixed-price contract to
a “lime and materials” contract, and the project costs spiraled out of control—from $224 million in
2006 to $628 million by 2009. This switch in the terms of the contract plus lack of project oversight

made it even easier for those involved with the project to commit fraud.*

At a city hearing in December 2010, Bondy revealed that Spherion employees were billing the
city at a rate of $236.25 per hour and that a number of former city employees had become Spherion
employees.® Mr. Bondy resigned shortly after this meeting.®

That same month, federal prosecutors charged several consultants for the CityTime project with
a multimillion dollar fraud scheme, which allegedly started in 2005. The consultants were accused of
manipulating the city into paying for contracts to businesses that the consultants controlled, and then
redirecting part of the money to enrich themselves personally.”

In May 2011, federal investigators arrested Gerald Denault, the senior project manager at SAIC,
for allegedly receiving over $5 million in kickbacks and for committing wire fraud and money launder-

ing. Denault had convinced his employer to hire TechnoDyne LLC as the main subcontractor for the



project. TechnoDyne eventually received $450 million out of the $600 million paid to SAIC and

siphoned off millions to a bogus India-based consulting firm owned by Denault.? The two owners of

TechnoDyne are now fugitives and their whereabouts are unknown. Six other defendants are sched-

uled to go to trial in 2013.°

In March 2012, SAIC agreed to pay $500 million to avoid prosecution for its role in the CityTime
scandal; most of that money was to go back to the city of New York. By this time, it was estimated

that NYC had paid out $652 million—with an outstanding bill of $41 milion—owed on the project,

SRR TSR

which was originally estimated to cost $63 million and to be completed in 2003.'°

Questions to Consider

3 1. What were some early warning signs that signaled things were not going well with the City-
{ Time project?

2. What steps should city managers and SAIC have taken at an early stage of the project to
identify and prevent fraud?

IT PROFESSIONALS

A profession is a calling that requires specialized knowledge and often long and intensive
academic preparation. Over the years, the United States government adopted labor laws
and regulations that required a more precise definition of what is meant by a professional
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employee. The United States Code of federal regulations defines a “professional cmployee?
as one who is engaged in the performance of work:

“(i) requiring knowledge of an advanced type in a field of science or learning ‘
customarily acquired by a prolonged course of specialized intellectual ins[ruc‘tmn
and study in an institution of higher learning or a hospital (as distinguished from
knowledge acquired by a general academic cducation, or from an apprenticeship.
or from training in the performance of routine mental, manual, mechanical. or
physical activities);

(i) requiring the consistent exercise of discretion and judgment in its performance:
(i) which is predominantly intellectual and varied in character (as distinguished
from routine mental, manual, mechanical, or physical work); and

(iv) which is of such character that the output produced or the result accomplished
by such work cannot be standardized in relation to a given period of time."!!

In other words, professionals such as doctors, lawyers, and accountants require
advanced training and experience; they must exercise discretion and judgment in the
course of their work; and their work cannot be standardized. Many people would also
expect professionals to contribute to society, to participate in a lifclong training program
(both formal and informal), to keep abreast of developments in their ficld, and to assist
other professionals in their development. In addition, many professional roles carry spe-
cial rights and responsibilities. Doctors, for example, prescribe drugs, perform surgery,

and request confidential patient information while maintaining doctor—-patient
confidentiality.

\/ Are IT Workers Professionals?

Many business workers have duties, backgrounds, and training that qualify them to be
classified as professionals, including marketing analysts, financial consultants, and IT
specialists such as mobile application developers, software engineers, systems analysts,
and network administrators. One could argue, however, that not every IT role requires
“knowledge of an advanced type in a field of science or learning customarily acquired by
a prolonged course of specialized intellectual instruction and study,” to quote again from
the United States Code. From a legal perspective, IT workers are not recognized as
professionals because they are not licensed by the state or federal government. This
distinction is important, for example, in malpractice lawsuits, as many courts have ruled
that IT workers are not liable for malpractice because they do not meet the legal definition
of a professional.

\/Professional Relationships That Must Be Managed

IT workers typically become involved in many different relationships, including
those with employers, clients, suppliers, other professionals, IT users, and society
at large—as illustrated in Figure 2-1. In each relationship, an cthical IT worker
acts honestly and appropriately. These various relationships are discussed in the
following sections.
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professionals

FIGURE 2-1  Professional relationships IT workers must manage
Credit: Course Technology/Cengage Learning.

\/ Relatlonshlps Between IT Workers and Employers

IT workers and employers have a critical, multifaceted relationship that requires ongoing
effort by both parties to keep it strong. An IT worker and an employer typically agree on
fundamental aspects of this relationship before the worker accepts an employment offer.
These issues may include job title, general performance expectations, specific work
responsibilities, drug-testing requirements, dress code, location of employment, salary,
work hours, and company benefits. Many other aspects of this relationship may be
addressed in a company’s policy and procedures manual or in the company’s code of
conduct, if one exists. These issues may include protection of company secrets; vacation
policy; time off for a funeral or an illness in the family; tuition reimbursement; and use
of company resources, including computers and networks.

Other aspects of this relationship develop over time as the need arises (for example,
whether the employee can leave early one day if the time is made up another day). Some
aspects are addressed by law—for example, an employee cannot be required to do
anything illegal, such as falsify the results of a quality assurance test. Some aspects are
specific to the role of the IT worker and are established based on the nature of the work
or project—for example, the programming language to be used, the type and amount of
documentation to be produced, and the extent of testing to be conducted.
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and enforce policies regarding the ethical use of IT, IT workers ‘,)“(: :('"v:“ Wracy is an
knowledge to abuse systems and data or to enable others (o do 80. ¢ (t \:] | I' "I; (‘”"- |;~ "
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piracy in a corporate setting is somctimes directly trace: 3 - ;
g ively engage in it, often to reduce IT-related spending
they allow it to happen or they actively engage in it, e

The Business Software Alliance (BSA) is a trade group that represents the world’s
largest software and hardware manufacturers. Its mission is to stop the ulnnullmrizcd |
copying of software produced by its members. BSA is funded both through duces Ilm\sc(
on member companies’ software revenues and through settlements from companics that
commiit piracy. BSA membership includes two dozen or so members such as Adobe,
Apple, Intel, MeAfee, Microsoft, Symantec, and The Math Works, o

More than 100 BSA lawyers and investigators prosccute thousands of cases of softwarc
piracy each year. BSA investigations are usually triggered by calls to the BSA hotline
(1-888-NO-PIRACY), reports sent to the BSA Web site (www.nopiracy.org), and rcferrals
from member companies. Many of these cases are reported by disgruntled employees or
former employees. For 2011, the commercial value of sofltware piracy in the United States
was estimated to be nearly $10 billion with 31 percent of computer users participating in
this illegal activity.'? When BSA finds cases of software piracy, it asscsses heavy monctary
penalties. .

Failure to cooperate with the BSA can be extremely expensive. The cost of criminal or
civil penalties to a corporation and the people involved can easily be many times more
expensive than the cost of “getting legal” by acquiring the correct number of software
licenses. Software manufacturers can file a civil suit against software pirates with penalties
of up to $150,000 per copyrighted work. Furthermore, the government can criminally
prosecute violators and fine them up to $250,000, incarcerate them for up to five years,
or both. )

In 2012, the Alexander Automotive Group paid §325,000 to settle claims that it was
using unlicensed Microsoft software on its computers. As part of the settlement agreement
with BSA, the firm deleted all unlicensed copies of software from its computers, purchased
the licenses required to become compliant, and agreed to implement more effective soft-
ware management procedures. BSA was alerted to this situation by a report sent to its
Web site.!?

Trade secrecy is another area that can present challenges for IT workers and their
employers. A trade secret is information, generally unknown to the public, that a company
has taken strong measures to keep confidential. It represents something of economic value
that has required effort or cost to develop and that has some degree of uniqueness or
novelty. Trade secrets can include the design of new software code, hardware designs,
business plans, the design of a user interface to a computer program, and manufacturing
processes. Examples include the Colonel’s secret recipe of 11 herbs and spices used to
make the original KFC chicken, the formula for Coke, and Intel’s manufacturing process
for the i7 quad core processing chip. Employers worry that employees may reveal these
secrets to competitors, especially if they leave the company. As a result, companies often
require employees to sign confidentiality agreements and promise not to reveal the
company’s trade secrets.
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Zynga is a provider of online social games such as ChefVille, CityVille, FarmVille,
FrontierVille, and Zynga Poker that boast over 300 million active monthly users.'® After

Just over a year with Zynga, the firm's gencral manager of CityVille left to become a vice

president at Kixeye, a competitor. Zynga claimed that the employce stole files with data
critical to the business—including financial projections, marketing plans, and game
designs.’® Zynga filed a request for a temporary restraining order barring its former
employee from sharing or copying the information or from engaging in any actions using
the information to develop online games employing these trade seerets.

Another issue that can create friction between employers and IT workers is whistle-
blowing. Whistle-blowing is an effort by an employee to attract attention to a negligent,
illegal, unethical, abusive, or dangerous act by a company that threatens the public inter-
est. Whistle-blowers often have special information based on their expertise or position
within the offending organization. For example, an employce of a chip manufacturing
company may know that the chemical process used to make the chips is dangerous to
cmployees and the general public. A conscientious employee would call the problem to
management’s attention and try to correct it by working with appropriate resources within
the company. But what if the employee’s attempt to correct the problem through internal
channels was thwarted or ignored? The employee might then consider becoming a whistle-
blower and reporting the problem to people outside the company, including state or
federal agencies that have jurisdiction. Obviously, such actions could have negative
consequences on the employee’s job, perhaps resulting in retaliation and firing.

The H-1B visa is a work visa that allows foreigners to come to the United States and work
full-time in specialty occupations that require at least a four-year bachelor’s degree in a spe-
cific field. A U.S. consultant for India-based outsourcing firm Infosys filed a whistle-blower
lawsuit against the firm for abusing H-1B program rules. The lawsuit alleged that at a man-
agement meeting in Bangalore, Infosys officials discussed the need to “creatively” circumvent
the H-1B visa restrictions. The lawsuit further alleged that Infosys brought workers to the
United States on B-1 visas (which are intended for workers coming to the United States for
short-term work assignments only), but that these workers were assigned full-time jobs. It also
claimed that Infosys was not paying the B-1 workers the prevailing wage and was not
withholding federal and state income taxes.'® The whistle-blower filed a separate lawsuit in
which he claimed that Infosys retaliated against him for the filing of the visa-related lawsuit
by lowering his bonuses, harassing him, and giving him no meaningful work to do.!”

\/ Relationships Between IT Workers and Clients

IT workers provide services to clients; sometimes those “clients” are coworkers who are
part of the same organization as the IT worker. In other cases, the client is part of a dif-
ferent organization. In relationships between IT workers and clients, each party agrees to
provide something of value to the other. Generally speaking, the IT worker provides hard-
ware, software, or services at a certain cost and within a given time frame. For example,
an IT worker might agree to implement a new accounts payable software package that
meets a client’s requirements. The client provides compensation, access to key contacts,
and perhaps a work space. This relationship is usually documented in contractual terms—
who does what, when the work begins, how long it will take, how much the client pays,
and so on. Although there is often a vast disparity in technical expertise between IT
workers and their clients, the two parties must work together to be successful.
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worker to use his or her expertise and to act in the client’s best interests. The IT worker
must trust that the client will provide relevant information, listen to and understand what
the 1T worker says, ask questions to understand the impact of key decisions, and use the
information to make wisce choices among various alternatives. Thus, the responsibility for
decision making is shared between client and IT worker.

One potential ethical problem that can interfere with the relationship between IT
workers and their clients involvés IT consultants or auditors who recommend their own
products and services.or those of an affiliated vendor, to remedy a problem they have
detected. Such a situation has the potential to undermine the objectivity of an IT worker
due to a conflict of interest—a conflict between the IT worker’s (or the IT firm's) self-
interest and the interests of the client. For example, an IT consulting firm might be hired
to assess a firm's IT strategic plan. After a few weeks of analysis, the consulting firm might
provide a poor rating for the existing stratcgy and insist that its proprietary products and
services are required to develop a new strategic plan. Such findings would raise questions
about the vendor's objectivity and whether its recommendations can be trusted.

Problems can also arise during a project if IT workers find themselves unable to pro-
vide full and accurate reporting of the project’s status due to a lack of information, tools,
or expericnce needed to perform an accurate assessment. The project manager may want
to keep resources flowing into the project and hope that problems can be corrected before
anyone notices. The project manager may also be reluctant to share status information
beeause of contractual penalties for failure to meet the schedule or to develop certain sys-
tem functions. In such a situation, the client may not be informed about a problem until it
has become a crisis. After the truth comes out, finger-pointing and heated discussions
about cost overruns, missed schedules, and technical incompetence can lead to charges
of fraud, misrepresentation, and breach of contract.

Fraud is the crime of obtaining goods, services, or property through deception or
trickery. Fraudulent misrepresentation occurs when a person consciously decides to
induce another person to rely and act on a misrepresentation. To prove fraud in a court
of law, prosccutors must demonstrate the following elements:

s Dyplaally, (e gl}ﬁ\luleulgll;ﬁf;{’chﬁiwlﬁ

)
alternatives, and recommenc

e The wrongdoer made a false representation of material fact.
e The wrongdoer intended to deceive the innocent party.
.

The innocent party justifiably relied on the misrepresentation.
e The innocent party was injured.

As an example of alleged fraud, consider the case of Paul Ceglia, who in 2010 sued
Facebook claiming to own a majority of the company. Ceglia claimed that he signed a
contract with Mark Zuckerberg in 2003 to design and develop the Web site that eventually
beeame Facebook. 1le alleged that he paid Zuckerberg $1,000 for the programming work
and also invested an additional $1,000 in Zuckerberg’s Facebook project in exchange for a
50 percent interest in Facebook.'® Faceboolk lawyers have asserted that the lawsuit is an
outright fraud and have depositions alleging that “Ceglia manufactured evidence, including
purported emails with Zuckerberg, to support his false claim to an interest in Facebook”
and that “Ceglia destroyed evidence that was inconsistent with his false claim.” Facebook’s
attorneys pointed out that Zuckerberg did not even conceive of Facebook until eight

i
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months after Zuckerberg did the contract worlk (which, they say, was completely unrelated
to Facebook) for Ceglia. They further alleged that Ceglia’s emails to Zuckerberg were
manufactured to support his claims. Eventually, Ceglia was arrested on federal mail and
wire fraud charges.'?

Misrepresentation is the misstatement or incomplete statement of a material fact. If
the misrepresentation causes the other party to enter into a contract, that party may have
the legal right to cancel the contract or seek reimbursement for damages.

Siri, the voice-activated software that comes with the Apple iPhone, has delighted
many iPhone users; however, not everyone has had a positive experience. Shortly after
one user in New York purchased an iPhone 48, he realized that Siri was not performing as
expected. When he asked Siri for directions, it did not understand the question or after a
long delay gave incorrect directions. As a result, the user filed a lawsuit against Apple
claiming that advertising for the Siri amounted to “intentional misrepresentation” and that
Apple’s claims about the Siri software were “misleading and deceptive.” Attorneys for this
user are considering turning the case into a class action against Apple.?°

Breach of contract occurs when one party fails to meet the terms of a contract. Fur-
ther, a material breach of contract occurs when a party fails to perform certain express or
implied obligations, which impairs or destroys the essence of the contract. Because there
is no clear line between a minor breach and a material breach, determination is made on a
case-by-case basis. “When there has been a material breach of contract, the nonbreaching
party can either: (1) rescind the contract, seek restitution of any compensation paid under
the contract to the breaching party, and be discharged from any further performance
under the contract; or (2) treat the contract as being in effect and sue the breaching party
to recover damages.”?!

In an out-of-court settlement of a breach of contract lawsuit brought by the General
Services Administration (GSA), Oracle Corporation agreed to pay the federal agency
$200 million. Oracle entered into a contract with the GSA for the sale of software and
technical support to various departments of the federal government. The contract required
Oracle to provide the government with its pricing policies. The lawsuit arose when the
GSA claimed that Oracle “knowingly failed to meet its contractual obligations to provide
GSA with current, accurate, and complete information about its commercial sales prac-
tices, including discounts offered to other customers, and that Oracle knowingly made
false statements to GSA about its sales practices and discounts.” The GSA further claimed
that Oracle failed to disclose that other customers received greater discounts than the
GSA and that, based on its contract with Oracle, those discounts should have been passed
on to the GSA.??

When IT projects go wrong because of cost overruns, schedule slippage, lack of
system functionality, and so on, aggrieved parties might charge fraud, fraudulent
misrepresentation, and/or breach of contract. Trials can take years to settle, generate
substantial legal fees, and create bad publicity for both parties. As a result, the vast
majority of such disputes are settled out of court, and the proceedings and outcomes
are concealed from the public. In addition, IT vendors have become more careful about
protecting themselves from major legal losses by requiring that contracts place a limit
on potential damages.

Most IT projects are joint efforts in which vendors and customers work together to
develop a system. Assigning fault when such projects go wrong can be difficult; one side

‘
!
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AT g ients and vendors
might be partially at fault, while the other side is mostly at fa'ult. C}hc.rfnisl \l‘Im " ue:tf(en
disagree about who is to blame in such circumstances. Consider the following q
“ causes of problems in IT projects:

*  The customer changes the scope of the project or the system rc?ulrements.

* Poor communication between customer and vendor leads to performance
that does not meet expectations. . .

*  The vendor delivers a system that meets customer requirements, but a
competitor comes out with a system that offers more advanced and useful
features. :

*  The customer fails to reveal information about legacy systems or databases
that make the new system extremely difficult to implement.

/

v Relationships Between IT Workers and Suppliers

IT workers deal with many different hardware, software, and service providers. Most IT
workers understand that building a good working relationship with suppliers encourages
the flow of useful communication as well as the sharing of ideas. Such information can
lead to innovative and cost-effective ways of using the supplier’s products and services that
the IT worker may never have considered.

IT workers can develop good relationships with suppliers by dealing fairly with them
and not making unreasonable demands. Threatening to replace a supplier who can’t
deliver needed equipment tomorrow, when the normal industry lead time is one week, is
agéressive behavior that does not help build a good working relationship.

Suppliers strive to maintain positive relationships with their customers in order to
make and increase sales. To achieve this goal, they may sometimes engage in unethical
actions—for example, offering an IT worker a gift that is actually intended as a bribe.
Clearly, IT workers should not accept a bribe from a vendor, and they must be careful
when considering what constitutes a bribe. For example, aceepting invitations to expen-
sive dinners or payment of entry fees for a golf tournament may seem innocent to the
recipient, but it may be perceived as bribery by an auditor.

Bribery is the act of providing money, property, or favors to someone in business or
government in order to obtain a business advantage. An obvious example is a software
supplicr sales representative who offers money to another company’s employee to get its
business. This type of bribe is often referred to as a kickback or a payoff. The person who
offers a bribe commits a crime when the offer is made, and the recipient is guilty of a
crime if he or she accepts the bribe. Various states have enacted bribery laws, which have
sometimes been used to invalidate contracts involving bribes but have seldom been used
to make criminal convictions.

A former midlevel supply chain manager at Apple pled guilty in 2011 to taking over
S1 million in payments from certain iPhone, iPad, and iPod suppliers in China, Singa-
pore, South Korea, and Taiwan. The kickbacks took place over several years and were in
exchange for the employer providing confidential information about Apple’s production
plans, enabling the suppliers to negotiate more favorable deals with Apple. He now

faces 20 years in prison on charges of money laundering, receiving kickbacks, and
wire fraud.®®
s
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The Foreign Corrupt Practices Act (FCPA) males it a erime to bribe a forcign official,
a forcign political party official, or a candidate {or foreign political office. The act applies
to any U.S. citizen or company and to any company with shares listed on any U.S. stock
exchange. However, a bribe is not a crime if the payment was lawful under the laws of
the foreign country in which it was paid. Penaltics for violating the FCPA are severe—
corporations face a fine of up to $2 million per violation, and individual violators may
be fined up to 100,000 and imprisoned for up to five years.

The FCPA also requires corporations whose sceuritics are listed in the United States
to meet U.S. accounting standards by having an adequate system of internal controls,

s  including maintaining books and records that accurately and fairly reflect their transac-
tions. The goal of these standards is to prevent companies from using slush funds or
other means to disguise payments to forcign officials. A firm'’s business practices and its
accounting information systems must be frequently audited by both internal and outside
auditors to ensure that they meet these standards.

The FCPA permits facilitating payments that are made for “routine government
actions,” such as obtaining permits or licenses; processing visas; providing police protec-
tion; providing phone services, power, or water supplies; or facilitating actions of a similar
nature. Thus, it is permissible under the FCPA to pay an official to perform some official
function faster (for example, to speed customs clearance) but not to make a different
substantive decision (for example, to award business to one’s firm).**

There is growing global recognition of the need to prevent corruption. The United
Nations Convention Against Corruption is a legally binding global treaty designed to fight
bribery and corruption. During its November 2010 meeting, Finance Ministers and Central
Bank Ministers of members of the Group of 20 (G20), which includes Argentina, China,
India, Japan, Russia, the United Kingdom, the United States, and 13 other countries,
pledged to implement this treaty effectively. In particular, the countries pledged to put in
place mechanisms for the recovery of property from corrupt officials through international
cooperation in tracing, freezing, and confiscating assets. Members also pledged to adopt

and enforce laws against international bribery and put in place rules to protect whistle-
blowers.?®

* In some countries, gifts are an essential part of doing business. In fact, in some coun-
tries, it would be considered rude not to bring a present to an initial business meeting.
In the United States, a gift might take the form of free tickets to a sporting event from
a personnel agency that wants to get on your company'’s list of preferred suppliers. But,
at what point does a gift become a bribe, and who decides?

The key distinguishing factor is that no gift should be hidden. A gift may be consid-
ered a bribe if it is not declared. As a result, most companics require that all gifts be
declared and that everything but token gifts be declined. Some companies have a policy
of pooling the gifts received by their employees, auctioning them off, and giving the
proceeds to charity.

When it comes to distinguishing between bribes and gifts, the perceptions of the donor
and the recipient can differ. The recipient may believe he reccived a gift that in no way
obligates him to the donor, particularly if the gift was not cash. The donor’s intentions,

however, might be very different. Table 2-1 shows some distinetions between bribes
and gifts.
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TABLE 2-1  Distinguishing belween bribes and gifts

Are made openly and publicly, as a gesture of

Are made in seeret, as they are neither legally nor : .
friendship or goodwi

morally acceptable

TNt : 4 AT T 1 donor to recipient. _
Are often made-indirectly through a third party A;g made (}{r%ctly from dqq p

i ectati uture favor for
Encourage an obligation for the recipient to act Come with no expectation of a fi

favorably toward the donor the donor

Source Line: Course Technology/Cengage Leamning.

Relationships Between IT Workers and Other Professionals

Professionals often fecl a degree of loyalty to the other members of their professiorll.. A.s a
result, they are often quick to help each other obtain new positions but slow to criticize
cach other in public. Professionals also have an interest in their profession as a whole,
because how it is perceived affects how individual members are viewed and treated. (For
example, politicians are not generally thought to be very trustworthy, but teachers are.)
Hence, professionals owe each other an adherence to the profession’s code of conduct.
Experienced professionals can also serve as mentors and help develop new members of
the profession.

A number of cthical problems can arise among members of the IT profession. One of
the most common is résumé inflation, which involves lying on a résumé by, for example,
claiming competence in an IT skill that is in high demand. Even though an IT worker
might benefit in the short term from exaggerating his or her qualifications, such an action
can hurt the profession and the individual in the long run. Many employers consider lying
on a résumé as grounds for immediate dismissal.

Yahoo! hired Scott Thompson, the president of eBay’s PayPal electronic payments
unit, as its new CEO in January 2012.%° Just four months later, Thompson left the com-
pany, due, at least in part, to revelations that his résumé falsely claimed that he had
earned a bachelor’s degree in computer science.*’

Some studies have shown that around 30 percent of all U.S. job applicants exaggerate
their accomplishments, while roughly 10 percent “seriously misrepresent” their
backgrounds.?® Résumé inflation is an even bigger problem in Asia. According to a recent
survey conducted by the University of Hong Kong and a Hong Kong-based company
specializing in preemployment screening, over 62 percent of respondents confessed to
exaggerating their years of experience, previous positions held, and job responsibilities;
33 percent confessed to having exaggerated even more.? Table 2-2 lists the areas of a
résumé that are most prone to exaggeration.
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TABLE 2-2 Most frequent areas of résumé falsehood or exaggeration

Areaof exaggeration . /1 Howto Unhcover the truth

Dates of employment Thorough reference check

:Joh Utles i x HNA AN ._W’I'lu)rmlgbhxi rc;fcrcngc_‘chqék- e : i
Criminal record Criminal background check

l‘]\{lzvztcd‘salar& ~ .‘ Thes ¥ Tli_o;qu;\';‘l.\ ygfc‘réi)eé. clwc.k t 3 ) 3 Sk e ‘
Educatign : \’eriﬂcau‘oh of educutlon. claims \vid; universities and other

training organizations

| Professional licenses -~ Verification of license with acorediting GEenOY, e Ky ba St e o

Working for fictitious company Thorough background check

Source Line: Lisa Vaas, “Most Common Resume Lies,” The Ladders, July 17, 2009, www.theladders.com/
carcer-advice/most-common-resume-lics.

Another ethical issue that can arise in relationships between IT workers and other
professionals is the inappropriate sharing of corporate information. Because of their roles,
IT workers may have access to corporate databases of private and confidential information
about employees, customers, suppliers, new product plans, promotions, budgets, and so
on. It might be sold to other organizations or shared informally during work conversations
with others who have no need to know.

Relationships Between IT Workers and IT Users

The term IT user refers to a person who uses a hardware or software product; the term
distinguishes end users from the IT workers who develop, install, service, and support the
product. IT users need the product to deliver organizational benefits or to increase their
productivity.

IT workers have a duty to understand a user’s needs and capabilities and to deliver
products and services that best meet those needs—subject, of course, to budget and time
constraints. IT workers also have a key responsibility to establish an environment that
supports ethical behavior by users. Such an environment discourages software piracy,
minimizes the inappropriate use of corporate computing resources, and avoids the
inappropriate sharing of information.

Relationships Between IT Workers and Society

Regulatory laws establish safety standards for products and services to protect the public.
However, these laws are less than perfect, and they cannot safeguard against all negative
side effects of a product or process. Often, professionals can clearly see the effect their
work will have and can take action to eliminate potential public risks. Thus, society
expeets members of a profession to provide significant benefits and to not cause harm
through their actions, One approach to meeting this expectation is to establish and main-
tain professional standards that proteet the public,
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Clearly, the actions of an IT worker can affeet w.ud)f» r-l(;;r:r;fc;T;:;nufajuurm.’; prrL/ ‘
may de sipn s (‘(yll]]!lll('f‘h-"\t'd control system to monitor a ¢ _lqdcn“ gy p];mr i
cess A failure or an error in the system may put x}vnr'ﬂ'“ ;"‘ Yf-(r w;c‘icrv who may be
visl. As a result, 1T workers have a relationship with mem )L|“ ). -7'1ri;1n of IT workers
affected by their actions. There is currently no :Si"f‘,"’“" ffrfff"“ (;)’rf‘,(}’:;};”"[ protcct the public,
L . 5 el Con sl wd "”“"}t":’1"1&::’:u’;};cr (;f professional orga-

owever, as discussed In the following sections, there are ) ;

Illlm:lti(\:lN that provide uscful professional codes of cthics to guide actions that support the

cthical behavior of IT workers,

Professional Codes of Ethics ‘ "
A professional code of ethics states the principles and core values that‘ are cs;cr!tlehtf'rt e
worlc of a particular occupational group. Practitioners in many professions su :scn € t') a
code of ethics that governs their behavior. For example, doctors adhere to v:irymg WETEIONg
of the 2,000-year-old Hippocratic oath, which medical schools offer as an a‘fﬁrr’natmn to
their graduating classes. Most codes of ethics created by professional organizations have
two main parts: The first outlines what the organization aspires to become, and the second
typically lists rules and principles by which members of the organization are expected to
abide. Many codes also include a commitment to continuing cducation for those who
practice the profession, o

Laws do not provide a complete guide to ethical behavior. Just because an activity is
not defined as illegal does not mean it is ethical. Nor can a professional code of ethics be
expected to provide an answer to cvery cthical dilemma—no code can be a definitive
collection of behavioral standards, llowever, following a professional code of ethics can
produce many bencfits for the individual, the profession, and society as a whole:

*  [Ethical decision making—Adherence to a professional code of ethics means
that practitioniers use a common set of core values and beliefs as a guideline
for ethical decision making,

*  High standards of practice and ethical behavior—Adherence to a code of
cthics reminds professionals of the responsibilities and duties that they may
be tempted to compromise to meet the pressures of da -to-day business.
The code also defines acceptable and unacceptable behaviors to guide
professionals in their interactions with others. Strong codes of ethics have
procedures for censuring professionals for serious violations, with penalties
that can include the loss of the right to practice. Such codes are the excep-
tion, however, and few exist in the IT arena.

*  Trust and respect from the general public—Public trust is built on the
expectation that a professional will behave ethically. People must often
depend on the integrity and good Jjudgment of a professional to tell the truth,
abstain from giving self-serving advice, and offer warnings about the potential
negative side effects of their actions. Thus, adherence to a code of ethics
enhances trust and respect for professionals and their profession.

*  Evaluation benchmark—A\ code of ethics provides an evaluation benchmark
that a professional can use as a means of self-assessment. Peers of the pro-
fessional can also use the code for recognition or censure.
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Professional Organizations

No one IT professional organization has emerged as preeminent, so there is no universal
code of ethics for IT workers. However, the existence of such organizations is useful in a
field that is rapidly growing and changing. In order to stay on top of the many new devel-
opments in their field, IT workers nced to network with others, seck out new ideas, and
continually build on their personal skills and expertise. Whether you are a freelance pro-
grammer or the CIO of a Fortune 500 company, membership in an organization of IT
workers enables you to associate with others of similar work experience, develop working
relationships, and exchange ideas. These organizations disseminate information through
email, periodicals, Web sites, meetings, and conferences. Furthermore, in recognition of
the need for professional standards of competency and conduct, many of these organiza-
tions have developed codes of ethics. Four of the most prominent IT-related professional
organizations are highlighted in the following sections.

Association for Computing Machinery (ACM)

The Association for Computing Machinery (ACM) is a computing society founded in 1947
with over 97,000 student and professional members in more than 100 countries. It is
international in scope—with an ACM Europe, ACM India, and ACM China organization.
ACM currently publishes over 50 journals and magazines and 30 newsletters—including
Communications of the ACM (ACM’s primary publication), ACM Tech News (coverage of
timely topics for IT professionals), XRDS (for both graduate and undergraduate students
considering computing careers), RISKS Forum (a moderated dialogue on risks to the pub-
lic from computers and related systems), and eLearn (an online magazine about online
education and training). The organization also offers a substantial digital library of biblio-
graphic information, citations, articles, and journals. The ACM sponsors 37 special-interest
groups (SIGs) representing major areas of computing. Each group provides publications,
workshops, and conferences for information exchange.”

Institute of Electrical and Electronics Engineers Computer Society (IEEE-CS)

The Institute of Electrical and Electronics Engineers (IEEE) covers the broad fields of \\‘0}

electrical, electronic, and information technologies and sciences. The IEEE-CS is one of

the oldest and largest IT professional associations, with about 85,000 members. Founded

in 1946, the IEEE-CS is the largest of the 38 societies of the IEEE. The IEEE-CS helps

meet the information and career development needs of computing researchers and practi-

tioners with technical journals, magazines, books, conferences, conference publications,

and online courses. It also offers a Certified Software Development Professional (CSDP)

program for experienced professionals and a Certified Software Development Associate

(CSDA) credential for recent college graduates. The society sponsors many conferences,

applications-related and research-oriented journals, local and student chapters, technical

committees, and standards working groups.*! N
In 1993, the ACM and IEEE-CS formed a Joint Steering Committee for the Establish- .

ment of Software Engineering as a Profession. The initial recommendations of the

committee were to define ethical standards, to define the required body of knowledge and

recommended practices in software engincering, and to define appropriate curricula to

acquire knowledge. The “Software Engineering Code of Ethics and Professional Practice”
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esponsibilities and obligations of software

2 of the Software Engineering Cogq,,
32

documents the ethical and professional t .
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engineers. After a thorough review process, version

of Ethics was adopted by both the ACM and IEEE-CS in 1999.

Association of Information Technology Professionals (AITP)

focat d in Chicago in
o siati formati o losy Professionals (AITP) starte
Thies Ao f oAU Teng s her and decided that the future was

hey were operating—a precursor of
a local group called the Machine
the Data Processing Management

1951, when a group of machine accountants got toget
bright for the IBM punched-card tabulating machines t
the modern electronic computer. They were members of
Accountants Association (MAA), which first evolved into

Association in 1962 and finally the AITP in 1996.%

: : —_—
The AITP provides IT-related seminars and conferences, information on 'IT issu :
ide superior leadership

s, and

forums for networking with other IT workers. Its mission is to prov
and education in information technology, and one of its goals is to help membe'rs rr.lake

themselves more marketable within their industry. The AITP also has a code of ethics and
standards of conduct. The standards of conduct are considered to be rules that no true IT

professional should violate.

SysAdmin, Audit, Network, Security (SANS) Institute

The SysAdmin, Audit, Network, Security (SANS) Institute provides information security
training and certification for a wide range of individuals, such as auditors, network admin-
istrators, and security managers. Each year, its programs train some 12,000 people, and a
total of more than 163,000 security professionals around the world have taken one or
more of its courses. SANS publishes a semiweekly news digest (NewsBites), a weekly
security vulnerability digest (@Risk), and flash security alerts.®*

At no cost, SANS makes available a collection of some 1,200 research documents
about various topics of information security. SANS also operates Internet Storm Center—a
program that monitors malicious Internet activity and provides a free early warning ser-
vice to Internet users—and worlis with Internet service providers to thwart malicious
attackers.

Table 2-3 provides the URL for the codes of ethics for the above IT professional
organizations.

TABLE 2-3 Code of ethics for popular IT professional organizations

- URL for code of ethics
Association for Computing Machinery www.acm.org/about/code-of-ethics

* Institute of Electrical and Eiegtronios : s hitpJ/sé;i—i.etsu.edu[CodesffEéSEé&lé.h\cm
Engipeers’Computer\S‘_ovciet}"(IEEE-CS) R S AT s

www.aitp.org/?page=Ethics

Association of Information Technology
' Professipnals (AITP) ¢ - =

Source Line: Course Technology/Cengage Leamning.
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Certification

Certification indicates that a professional possesses a particular sct of skills, knowledge, or
abilitics, in the opinion of the certifying organization. Unlike licensing, which applics only
to people and is required by law, certification can also apply to products (e.g., the Wi-Fi
CERTIFIED logo assures that the product has met rigorous interoperability testing to
ensure that it will work with other Wi-Fi-certified products) and is generally voluntary.
IT-related certifications may or may not include a requirement to adhere to a code of
cthics, whereas such a requirement is standard with licensing.

Numerous companies and professional organizations offer certifications, and opinions
are divided on their value. Many employers view them as a benchmark that indicates
mastery of a defined set of basic knowledge. On the other hand, because certification is
no substitute for experience and doesn’t guarantee that a person will perform well on the
job, some hiring managers are rather cynical about the value of certifications. Most IT
employees are motivated to learn new skills, and certification provides a structured way of
doing so. For such people, completing a certification provides clear recognition and corre-
lates with a plan to help them continue to grow and advance in their carcers. Others view
certification as just another means for product vendors to generate additional revenue
with little merit attached.

Deciding on the best IT certification—and even whether to seek a certification—
depends on the individual’s career aspirations, existing skill level, and accessibility to
training. Is certification relevant to your current job or the one to which you aspire? Does
the company offering the certification have a good reputation? What is the current and
potential future demand for skills in this area of certification?

Vendor Certifications

Many IT vendors—such as Cisco, IBM, Microsoft, SAP, and Oracle—offer certification
programs for those who use their products. Workers who successfully complete a program
can represent themselves as certified users of a manufacturer’s product. Depending on the
job market and the demand for skilled workers, some certifications might substantially
improve an IT worker’s salary and career prospects. Certifications that are tied to a ven-
dor’s product are relevant for job roles with very specific requirements or certain aspects
of broader roles. Sometimes, however, vendor certifications are too narrowly focused on
the technical details of the vendor’s technology and do not address more general concepts.
To become certified, one must pass a written exam. Because of legal concerns about
whether other types of exams can be graded objectively, most exams are presented in a
multiple-choice format. A few certifications, such as the Cisco Certified Internetwork
Expert (CCIE) certification, also require a hands-on lab exam that demonstrates skills
and knowledge. It can take years to obtain the necessary experience required for some
certifications. Courses and training material are available to help speed up the preparation
process, but such support can be expensive. Depending on the certification, study materi-

als can cost $1,000 or more, and in-class formal training courses often cost more than
$10,000.
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Industry Association Certifications

aricty of IT-related subject areas,
are in their carcer path, what other
Table 2-4 lists several of

There are many available industry certifications in a v
Their value varies greatly depending on where pc(tl)lf
certifications they possess, and the nature of the IT job market
the certifieations most in demand by employers.

TABLE 2-4  Cerlifications in high demand
Certificatlon . 5 Al e Subject maiter

igni imizi i aged
Microsoft Certified Technology Specialist Designing and optimizing solutions b 1‘ (
on Microsoft products and technologics

Cisco Certified Internctwork Expert Managing and troubleshooting large
networks

Gisco Certified Network Professional Configuring and designing firewalls and the

Sceurity seeurity settings on routers and switches

CompTIA A+ Performing computer and network mainte-

nance, troubleshooting, and installation—
including addressing sccurlty issues

Project Management Institute's Project Leading and directing projects
Management Professional (PMP)

Source Line: Course Technology/Cengage Learning.

Certification requirements generally oblige an individual to have the prerequisite edu-
cation and experience, and to sit for and pass an exam. In order to remain certified, the
individual must typically pay an annual certification fee, earn continuing education cred-
its, and—in some cases—pass a periodic renewal test.

Certifications from industry associations generally require a higher level of experience
and a broader perspective than vendor certifications; however, industry associations often
lag in developing tests that cover new technologies. The trend in IT certification is to move
from purely technical content to a broader mix of technical, business, and behavioral
competencies, which are required in today’s demanding IT roles. This trend is evident in
industry association certifications that address broader roles, such as project management
and network sceurity.

Government Licensing

In the United States, a government license is government-issued permission to engage in
an activity or to operate a business. It is generally administered at the state level and often
requires that the recipient pass a test of some kind. Some professionals must be licensed,
including certified public accountants (CPAs), lawyers, doctors, various types of medical
and daycare providers, and some engineers.

States have enacted legislation to establish licensing requirements and protect public
safety in a variety of ficlds. For example, Texas passed the Engineering Registration Act
after a tragic school explosion at New London, Texas, in 1937. Under the act and

Copynight 2014 Cengage Leaming. Al Rights Rescrved. May not be copled, scanned, or duplicated, iu whole or fa part. Due to electionio vights, some thind pasty content inay be ppesssed from the cBook umbor eChapter(s)
Ediionial seview bas decmcd Uit any suppresscd content docs not matcrially affect the overall Icaming experience. Cengage Learming rescrves the tght o temove addiional content at Any Ui If subscquent righta restriciions require it

{



Copyright 2014 Cengape Leaming. All Rights Rescrved. May not be copied, scanned, or duphicated, in whole or in part
Editorial review has decraed that any suppressed content docs not inatedally alfect the overull lcarning experience. Cengage

subsequent revisions, only duly licensed people may legally perform engincering services
for the public, and public works must be designed and constructed under the direct
supervision of a licensed professional engineer. People cannot call themselves engineers or
professional enginecers unless they are licensed, and violators are subject to legal penalties.
Most states have similar laws.

The Case for Licensing IT Workers

The days of simple, stand-alone information systems are over. Modern systems are highly
complex, interconnected, and critically dependent on one another. Highly integrated
enterprise resource planning (ERP) systems help multibillion-dollar companies control

all of their business functions, including forecasting, production planning, purchasing,
inventory control, manufacturing, and distribution. Complex computers and information
systems manage and control the nuclear reactors of power plants that generate electricity.
Medical information systems monitor the vital statistics of hospital patients on critical

life support. Every year, local, state, and federal government information systems are
entrusted with generating and distributing millions of checks worth billions of dollars to
the public.

As a result of the increasing importance of IT in our everyday lives, the development
of reliable, effective information systems has become an area of mounting public concern.
This concern has led to a debate about whether the licensing of IT workers would improve
information systems. Proponents argue that licensing would strongly encourage IT workers
to follow the highest standards of the profession and practice a code of ethics. Licensing
would also allow for violators to be punished. Without licensing, there are no clear, well-
defined requirements for heightened care and no concept of professional malpractice.

lssues Associated with Government Licensing of IT Workers

Australia, Great Britain, and the Canadian provinces of Ontario and British Columbia have
adopted licensing for software engineers. In the United States, the National Council of
Examiners for Engineering and Surveying (NCEES) has developed a professional exam for
electrical engineers and computer engineers. However, there are many reasons why there
are few international or national licensing programs for IT workers in the United States:

e There is no universally accepted core body of knowledge. The core body of
knowledge for any profession outlines agreed-upon sets of skills and abilities
that all licensed professionals must possess. At present, however, there are no
universally accepted standards for licensing programmers, software engi-
neers, and other IT workers. Instead, various professional societies, state
agencies, and federal governments have developed their own standards.

e It is unclear who should manage the content and administration of licens-
ing exams. How would licensing exams be constructed, and who would be
responsible for designing and administering them? Would someone who
passes a license exam in one state or country be accepted in another state or
country? In a field as rapidly changing as IT, workers must commit to ongo-
ing, continuous education. If an IT worker’s license were to expire every few
years (like a driver’s license), how often would practitioners be required to
prove competence in new practices in order to renew their license? Such
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Supporting the Ethical Practices of IT Users

The growing use of IT has increased the potential for new cthical issucs and problems;
thus, many organizations have recognized the need to develop policies that protect against
abuses. Although no policy can stop wrongdocrs, it can sct forth the general rights and
responsibilities of all IT users, establish boundaries of aceeptable and unacceptable
behavior, and enable management to punish violators, Adherence to a policy can improve
serviees to users, increase productivity, and reduce costs. Companics can take scveral of
the following actions when ereating an IT usage policy.

Establishing Guidelines for Use of Company Software

Company IT managers must provide clear rules that govern the use of home computers
and associated software. Sone companics negotiate contracts with software manufacturers
and provide PCs and software so that IT users can work at home. Other companics help
employees buy hardware and software at corporate discount rates. The goal should be to
ensure that employees have legal copies of all the software they need to be effective,
regardless of whether they work in an office, on the road, or at honie.

Defining the Appropriate Use of IT Resources

Companies must develop, communicate, and enforce written guidelines that encourage
employees to respect corporate IT resources and use them to enhance their job perfor-
mance. Effective guidelines allow some level of personal use while prohibiting employecs

from visiting objectionable Internet sites or using company email to send offensive or
harassing messages.

Structuring Information Systems to Protect Data and Information

Organizations must implement systems and procedures that limit data access to just those

employees who need it. For example, sales managers may have total access to sales and
promotion databases through a company network, but their access should be limited to
products for which they are responsible. Furthermore, they should be prohibited from

accessing data about research and development results, product formulas, and staffing
projections if they don’t need it to do their jobs.

Installing and Maintaining a Corporate Firewall
A firewall is hardware or software that scrves as a ba

work and the Internet; a firewall also limits access to the company’s network based on the
organization’s Internet-usage policy. A firewall can be configured to serve as an effective
deterrent to unauthorized Web surfing by blocking access to specific objectionable Web

sites. (Unfortunately, the number of such sites is continually growing, so it is difficult to

block them all.) A firewall can also serve as an effective barrier to incoming email from

certain Web sites, companies, or users, It can even be programmed to block email with
certain kinds of attachments (for example, Microsoft Word documents), which reduces the
risk of harmful computer viruses,

Table 2-5 provides a manager’s checklist for establishing an IT usage policy. The
preferred answer to each questions is yes.

rrier between an organization’s net-
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Is there a statement that explains the need for an IT usage policy?
" Docs the policy provide a clear set of guiding principles for cthical decision
making? G e IR R ”
Is it clear how the policy applies to the following types of workers®?
¢ Employees
¢ Part-time workers : : N
*  Temps i

¢ Contractors

. Does the policy address the following-issues?! = . ‘ 5
* " Protection of the data privacy rights of e_ri)plpyees:cusvtom'ers,’
- suppliers, and others s PRSI R A AT
e Control of access to prdpriét;xry' cdmpdnf. data and infol‘maﬁon oo
" Use of unauthorized or pirated software - o
_ Employce monitoring, including cmail; wlré(apbing and A
eavesdropping on phone: conversations, ‘computer monitoring, AN
and surveillance by video - R R S R

. ‘secrets, éopyrights,'pé(fih(s, and trademarks 2

Byl a e Tnappropriate use of IT }esourc\e;ﬂ;, such 4s We _Asturﬁng, Faiy
ST blogging, personal emailing, and other uge of computérs for

purposes other than business ks : e

*“The fileedwto 'prdf{:ct the security of IT-{fvres:o’ reés thropghis
“adherence to £0od security practices, such as riot sharing

. tser IDs and passwords, using hard-to-gues passwords,

- and frequently changing p:résw_c}rds Gires 5B

* " Respect of the intellectual rights 'n_i others; including trade . -

The use of the é‘ovmpute’r'to ihuﬁnidate;~llllrass,'prfin'sixlt others
through abusive language in emails and by other means -

Are disciplinary actions defined for IT-related abuses?
. Is there a prpccss‘for,communicati‘ng the policy to employees? © - -

Is there a plan to provide effective, ongoing training relative to the policy?

. Has a’c;orborate firewall been ir'hpl‘émemed.ﬁ g

Is the corporate firewall maintained and kept up to date?

Source Line: Course Technology/Cengage Learning.

Compliance

Compliance means to be in accordance with established policies, guidelines, specifica-
tions, or legislation. Records management software, for example, may be developed in
compliance with the U.S. Department of Defense’s Design Criteria Standard for Electronic
Management Software applications (known as DoD 5015) that defines mandatory
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functional requirements for records management software used within the Department of
Defense. Commercial software used within an organization should be distributed in com-
pliance with the vendor’s licensing agreement.

In the legal system, compliance usually refers to behavior in accordance with legisla-
tion—such as the Sarbanes-Oxley Act of 2002, which established requirements for inter-
nal controls to govern the creation and documentation of accurate and complete financial
statements, or the U.S. Health Insurance Portability and Accountability Act of 1996
(IIPAA), which requires employers to ensure the security and privacy of employee
healthcare data. Failure to be in compliance to specific pieces of legislation can lead to
criminal or civil penalties specified in that legislation.

Failure to be in compliance with legislation can also lead to lawsuits or government
fines. For instance, the California Online Privacy Protection Act of 2003 requires
“commercial operators of online services, including mobile and social apps, which collect
personally identifiable informaticn from Californians, to conspicuously post a privacy
policy,” according to the California Attorney General’s office. Such a policy must outline
what data is gathered, for what purposes the data is being collected, and with whom the
data may be shared. Developers of mobile applications face fines of up to $2,500 for every
noncompliant application that is downloaded. Several organizations, including Delta,
United Airlines, and Open Table, were notified by the Attorney General’s office in late
2012 that they were not in compliance and were given 30 days to provide specific plans
and a timeline for becoming compliant with the law.*"

Demonstrating compliance with multiple government and industry regulations, many
with similar but sometimes conflicting requirements, can be a major challenge. As a result,
many organizations have implemented specialized software to track and record compli-
ance actions, hired management consultants to provide advice and training, and even
created a new position, the chief compliance officer (CCO), to deal with the issues.

In 1972, the Securities and Exchange Commission (SEC) recommended that publicly
held organizations establish audit committees.** The audit committee of a board of direc-

tors provides assistance to the board in fulfilling its responsibilities with respect to the
oversight of the following areas of activity:

* The quality and integrity of the organization’s accounting and reporting

practices and controls, including the financial statements and reports
The organization’s compliance with legal and regulatory requirements
The qualifications, independence, and performance of the company’s
independent auditor (a certified public accountant who provides a company

with an accountant’s opinion but who is not otherwise associated with the
company)
L]

The performance of the company’s internal audit team

In some cases, audit committees have uncovered violations of law and reported their
findings to appropriate law enforcement agencies. For example, the audit committee of
Sensata Technology (which designs, manufactures, and distributes electronic sensors and
controls) conducted an investigation into whether certain company officials had violated
foreign bribery laws in connection with a business deal in China. As a result of that inves-

tigation, the audit committee reported possible Foreign Corrupt Practices Act violations to
the SEC and the Department of Justice,*2
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In addition to an audit committee, most organizations also have an internal audit %
department whose primary responsibilities are to

*  Determine that internal systems and controls are adequate and effective

*  Verify the existence of company assets and maintain proper safeguards over
their protection

*  Measure the organization’s compliance with its own policies and procedures

*  Ensure that institutional policies and procedures, appropriate laws, and good
practices are followed

L]

Evaluate the adequacy and reliability of information available for manage-
ment decision making

Although the members of the internal audit team are not typically experts in detecting
and investigating financial statement fraud, they can offer advice on how to develop and
test policies and procedures that result in transactions being recorded in accordance with
generally aceepted accounting principles (GAAP). This can go a long way toward deterring
fraud related to an organization’s financial statements. Quite often in cases of financial
statement fraud, senior management (including members of the audit committee) ignored
or tried to suppress the recommendations of the internal audit team, especially when red
flags were raised.

The audit committee and members of the internal audit team have a major role in
ensuring that both the IT organization and IT users are in compliance with the various
organizational guidelines and policies as well as various legal and regulatory practices.

Chapter 2
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The key characteristics that distinguish professionals from other kinds of workers are as
follows: (1) They require advanced training and experience; (2) they must exercise discre-
tion and judgment in the course of their work; and (3) their work cannot be standardized.

A professional is expected to contribute to society, to participate in a lifelong training pro-
gram, to keep abreast of developments in the field, and to help develop other professionals.

From a legal standpoint, a professional has passed the state licensing requirements (if they
exist) and earned the right to practice there.

From a legal perspective, IT workers are not recognized as professionals because they are
not licensed by the state or federal govemment. As a result, IT workers are not liable for
malpractice. t

IT professionals typically become involved in many different relationships, each with its own

" set of ethical issues and potential problems.

In relationships between IT professionals and employers, important issues include setting
and enforcing policies regarding the ethical use of IT, the potential for whistle-blowing, and
the safeguarding of trade secrets.

In relationships between IT. professionals and clients, key issues revolve around defining,
sharing, and fulfilling each party's responsibilities for successfully completing an [T project

. A major goal for IT professionals and suppliers is to develop good working relatlonshlps in

which no action can be perceived as unethical.

“In relationships between IT workers, the priority is to improve the profession through activi-

ties such as mentonng inexperienced colleagues and demonstrating professwnal loyalty

Résumé inflation and the inappropriate sharing of corporate lnformatlon are potential pro-
blems in relationships between IT workers.

In relatlonshlps between IT professionals and IT users, important issues: include software
piracy, mapproprlate use of IT resources, and inappropriate sharing of anformauon

_~When it comes to the relatlonshlp between IT workers and society at large, the main chal-

~lenge for IT workers is to practice the profession in ways that cause'no harm to somety and
' provide significant benefits. .

A professional code of ethics states the principles and core values that are essenhal to the
work of an occupatlonal group. 3

A code of ethics serves as a guideline for ethical decnsxon making, promotes high standards
of practice and ethical behavior, enhances trust and respect from the general pubhc and
provides an evaluatlon benchmark

Several IT-related professmnal organizations have developed a code of ethlcs including
ACM, IEEE-CS, AITP, and SANS.

Codes of ethics usually have two main pans—the flrst outlines’ what the organlzatlon
aspires to become, 'and the second typically lists rules and principles that members are

. expected to live by. The codes also typically |nclude a commitment to continuing education

for those who practice the profession.

Ethics tor IT Workers and IT Users

ghts, souie thind party :umw may be suppeeasend fionn the eBook and/oe eChpter(s).

0 uuurhlly ulfect the overall Jeaming expencoge, Cengage Leaming reseyves the right (o ranove mhhuoul Comeat at oy Lo 1 subssquond rights reatrictions requice i1,




\
\

*  Many people believe that the licensing and certification of IT workers would increase the
reliability and effectiveness of information systems.

¢ Licensing and certification raise many issues, including the following: ( 1‘) .There iS o uni.
versally accepted core body of knowledge on which to test people; (2) it is unclear who
should manage the content and administration of licensing exams; (3) there is no adminis-
trative body to accredit professional education programs; and (4) there is no administrative
body to assess and ensure competence of individual professionals.

The audit committee and members of the internal audit team have a major role in ensuring
that both the IT organization and IT users are in compliance with organizational guidelines
and policies as well as various legal and regulatory practices.

Key Terms

audit committee

body of knowledge
breach of contract
breach of duty of care

government license

IT user

material breach of contract
misrepresentation

bribery negligence

Business Software Alliance (BSA) profession

certification professional code of ethics
compliance professional malpractice

conflict of interest reasonable person standard
duty of care reasonable professional standard
firewall résumé inflation

Foreign Corrupt Practices Act (FCPA) trade secret

fraud

whistle-blowing

Self-Assessment Questions

The answers to the Self-Assessment Questions can be found in Appendix B.

1. A professional -is someone who:
a. requires advanced training and experience
b. must exercise discretion and judgment in the course of his or her work
c. does work that cannot be standardized
d. all of the above
2. Although end users often get the:blame when it cqrhes to using illegal copies of. commercial
software, software piracy in a corporate setting ivsfsbmétimés,direcﬂy ’tra'ceablé_a' to r'rigrpbers :
of the'__ G ARG Y organization. - 3 ST
3. The mission of the l‘?,‘qsihé"ss'SéftWa'r'e,‘Albl‘i‘a‘hce is't
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10.

11.

12.

Whistle-blowing is an effort by an em
unethical, abusive, or dangerous act
or False?

ployee to attract attention to a negligent, illegal,
by a company that threatens the public interest, True

is the crime of obtaining goods, services, or property through deception or
trickery.

means to be in accordance with established policies, guidelines, specifica-
tions, or legislation,

. Society expects professionals to act in a way that:

a. causes no ham to society

b. provides significant benefits

¢. establishes and maintains professional standards that protect the public

d. all of the above

Most organizations have a(n) team with primary responsibilities to deter-
mine that internal systems and controls are adequate and effective.

is a process that one undertakes voluntarily to prove competency in a set
of skills.

a. Licensing

b. Certification

c. Registration

d. all of the above

Senior management (including members of the audit committee) has the option of ignoring
or suppressing recommendations of the internal audit committee. True or False?

has been defined as not doing something that a reasonable person would
do, or doing something that a reasonable person would not do.

A(n) —____ states the principles and core values that are essential to the work of
a particular occupational group.

Discussion Questions

1.

Copprgh 2014 Cengage Leannng. All Rights Ressored. May
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Would you rather be known as a person of modest means with an impeccable ethical
character or as an unscrupulous person of wealth? Why?

. How do you distinguish between misrepresentation and embellishment of one’s profes-

sional accomplishments on a résumé? Provide an example of an embellishment that would
not be considered misrepresentation.

. Do laws provide a complete guide to ethical behavior? Can an activity be legal but not

ethical?

In filling an open position in a U,S.-based IT organization, do you think that preference

should be shown for qualified candidates from the United States over qualified candidates
from foreign countries? Why or why not?
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5. Does charging by the hour encourage unethical behavior on the part of contract workerg \q'
and consultants? '

- Describe a situation in which there could be a conflict of interest‘ betwegn an IT workers
self-interest and the interests of a client. How should this potential conflict be addressed?

7. Should all IT workers be either licensed or certified? Why or why not?

8. Go to two or more of the Web sites identified in Table 2-3, and read the code of ethics \

found there. What commonalities do you find arnong the IT professional codes of ethics that

you read? What differences are there? Do you think there are any important issues not
addressed by these codes of ethics?

- You are caught in the middle of a dilemma. You have been subpoenaed to be a witness in

a work-related sexual harassment case involving your boss and a coworker. On many
occasions, you heard your boss make statements to this employee that could be inter-
preted as sexual advancements. Your boss has made it clear that he will make things
difficult for you at work if you testify in favor of the employee. You could choose to testify in
a manner that would make it appear that your boss was not serious and that the employee
was overreacting. On the other hand, it was clear to you that your boss was not joking with
the employee and that he was harassing her. What kind of repercussions could there be if
you testify in favor of your coworker? Would you be willing to risk those repercussions?
Does it really matter if the case is dismissed because of your testimony?

What is the difference between breach of contract and material breach of contract? In a
breach of contract dispute, what recourse can the nonbreaching party take?

Under the Foreign Corrupt Practices Act, u
Expl‘ain, and provide an example.

11 nder what conditions is a bribe not unlawful?

What Would You Do?

Use the five-step decision-making process discuss
Situations and recommend a course of action.

13

ed in Chapter 1 to analyze the following

You are a new salesperson at a large software manufacturing firm. It is three weeks from
the end of the sales quarter and you and your sales manager are sitting pretty—you have
both already met your sales quota for the quarter. In addition, you just closed another deal
with a new customer for $100,000 of software and customer service. This order would put
you way over your sales quota for the current quarter. Your manager suggests that you
hold this new order so it gets recorded against next quarter. She explains that because
sales during the next three months tend to slow down, salespeople frequently miss their
quotas and associated sales bonuses for that quarter. Holding this large order to next
quarter would help you get an excellent start and almost guarantee that you meet your
quota. What would you do?

2. .You work 'ban-time e\;enings and weekends as a real ostate salespérson. You also work
. full-time for an IT consulting: group. When ordering business cards for your real estate
4 blfsiness, you decidéd to include your full-time work email address. As a result, you fre-
~“quently find yourself recelving and sending emails related to your real estate work from
your computer at your IT  consulting job; You try to limit this activity to your lunch hour, but
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: a good word for him, However, as you read the résumé, it is
obvious that your friend has greatly exaggerated his accomplishments at his former place

of work and even added some IT-related certifications Yyou are sure he never earned.
What would you do?

—

People who will interview her to form an assessment and make a group decision about
Whether or not she will be offered the position. How do you handle this situation?

~‘would you do?” -

6. Your organization s Preparing to submit a bid for 3 multimillion-dqllar contract.in South
America. The contract is extremely important to your firm and would represent its first
contract in South. America. ‘While meeting with your South American contacts; you are
introduced to a'consultant who offers to help your firm prepare and submit its bid, as wel|
as to negotiate with the prospective customer company, The consultant is quite impres-
sive in his knowledge of local government officials and managers.and executives at the
customer‘s,compah'y,‘ The fee requested is bnly 1 percent of the potentlal value of the
contract, but it is unclear exactly what the consultant will do. Later that day, your local
contacts tell, you ‘th,at the use of such consultants is common. They say?that they are
familiar with this par(icular consultant and that he has a good reputation for getting results.
Your company. has never worked with'such consultants in the past, and you are uncertain
on how to proceed, What would you do? e SR, S ‘

7. You are a new human resources manager assigned. to your firm's IT organization. One of
your responsibilities is to screen résumsgs for job openings in the organization. You are in
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the process of reviewing more than 100 résumés you received for a position as a Cisco
network specialist. Your goal is to trim the group down to the top five candidates to invite
10 an in-house interview. About half the résumés are from IT workers with less than three
years of experience who claim to have one or more Cisco certifications. There are also 4
few candidates with over five years of impressive experience but no Cisco certifications
listed on their résumés. You were instructed to include only candidates with a Cisco certi-
fication in the list of finalists. However, you are concemed about possible résumé inflation
and the heavy emphasis on certification versus experience. What would you do?

Cases

1. Whistle-Blower Claims Accounting Shenanigans at SuccessFactors

SuccessFactors is a U.S, multinational company that provides cloud-based human resources-

related software applications. Under its “software-as-a-service” business model, the company
provides software resources to subscrib

revenue for the firm was $206 million in 2010 43

SuccessFactors has not been proﬁtable—incurring losses in each fiscal period since its
inception in 2001, with a loss of $12.5 million for 2010 and an accumulated deficit of $231.3
million.* Nevertheless, SAP paid $3.4 billion (over 10 times its 2011 revenue of $327 million)

d § number compares very unfavorably with the

he 32 software mergers that occurred in North
America in the five years prior to SAP’s purchase of SuccessFactors.)*S SAP was willing to pay

such a premium to gain significant market share and expertise in the rapidly growing human
resources software-as-a-service arena. At the time, SuccessFactors had a customer base of
some 15 million subscription seat licenses spread across 3,500 customers.*®

As with many companies, SuccessFactors supplemented the financial results that it
reported.in accordance with GAAP (generally accepted accounting principles that form the basis
for financial reporting), with non-GAAP financial measures. The manner in which such non-
GAAP measures are defined and calculated differ from company to company.*” One of these
non-GAAP financial measures was a measure called “backlog.” SuccessFactors, and many
other cloud computing service firms, invoice subscribers on an annual basis even if the term of
the subscription agreement is longer than one year. Amounts that have been invoiced, but that
have not yet been recognized as revenue, are recorded as deferred revenue. SuccessFactors

 reported;the portion of.the total contract value not yet invoiced as backlog.*® SuccessFactors

had a backlog of about $90 million at the end of 2007 compared with a backlog of $43 million at
the end of 2006—an increase the company attributed to-an upsurge in new contracts and cus-
tomers.“® In 2009, SuccessFactors stopped reporting this backlog figure, and the omission
caught tfme eye of the SEC. When the ageh‘cy'ylhqplre_q-abo,ut why the company was no !onger
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reporting this figure, SuccessFactors responded that |t felt rnvestors d:d not consrder th|s
figure useful. > -+ Co i :

In the third quarter of 2010, Success Factors stated that it had adopted a 2009 SEC rule
that limited the manner in which revenue could be reported on multiyear contracts.3' However,
in its 2011 annual report, filed just after SAP announced its intent to acquire the firm, but before
the deal was finalized, SuccessFactors admitted that its accounting controls suffered from “a
material weakness” and that its “internal control over financial reporting was not effective as of
December 31, 2011.”52 Indeed, a SuccessFactors salesperson turned whistle-blower claimed
that from 2009 to 2011, accounting controls at SuccessFactors were so weak that salespeople
were able to improperly rewrite existing multiyear contracts as new contracts to earn additional
commissions. If true, this would also accelerate revenue, making the company look more
financially sound, while also reducing the backlog number. SAP investigated these claims with
an examination conducted by an outside law firm and found no merit to the claims.>®

Discussion Questions

1. In the end, SuccessFactors investors were not hurt by this alleged improper accounting

because SAP paid such a high premium to acquire the firm, which helped SAP jump-start

its cloud computing business. Was anyone hurt by this aIleged lmproper accountmg and,
if so, who and how?

2. Should management encourage the reporting of non- GAAP fmancral measures that may be
useful to investors? Why or why not? ‘

3. What sort of measures should the management teams of service companres pul in place to
ensure that there is no lmproper accounting of multiyear contracts?

2. 1BM and the State of Indiana Involved in a Breach of Contract Dispute :

-In'December 2006, IBM and the Indiana Family and Social Services Administration (FSSA)
entered into a 10-year, $1.16 billion contract to modernize the state’s processes and systems

for determining welfare eligibility. The state expected to generate $500 million in administrative
costs savings over the life of the contract.>*

FSSA claims it began to notice problems in the new system as early as the project’s initial
rollout to 10 northern Indiana counties in October 2007. As a result, further expansion was
delayed. The state’s lawyers wrote: “IBM assured FSSA that if the Region 2 rollout was imple-
mented, IBM would recognize some efficiencies and economies of scale that would improve
performance Accordingly, FSSA agreed to roll out the system to the next region.%®

By May 2008, the system had expanded into 59 of Indiana’s 92 counties. In January 2009,
a new FSSA secretary Anne Murphy took over and halted any further expansion until IBM sub-
mitted a corrective action plan. She set a deadline of July 2009, and her request included the
stipulation that the contract be canceled if IBM failed to improve the situation by September
2009.%¢ IBM estimated: that addressing the issues would cost $180 million. In October 2009, the

state announced it had canceled the deal because |IBM failed to make the proposed improve-
ments to the satisfacnon of the state

_ In May 2010, the state of Indiana sued IBM for $1.3 billion, claiming breach of contract. The
Indiana FSSA claimed that system-processing errors resulted in incorrect denials of benefits
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and delays in processing claims bringing harm to in-need citizenss.BThe claims mishandling rate
had climbed from 4 percent to 18 percent under the new system. FSSA spokesman Marcus
‘Barlow stated that “there was more staff working on eligibility during IBM's tenure than before
IBM-came, yet the results show that once IBM put their system in place, timeliness gqt worse,
error rates went higher. Backlogs got larger.”®
When the FSSA defined the project in 2008, they told IBM that, for staffing flexibility and
efficiency, they wanted a system that would not assign one citizen to a single caseworker. Thus,
IBM designed a task-based process that involved outsourcing 1,500 former FSSA employees to
IBM. These workers interacted with welfare applicants to gather the necessary data to apply for
welfare. Once these workers completed their tasks, the application was tumed over to some
700 FSSA state workers who used the accumulated data to determine benefits eligibility.5°

An IBM spokesman asserted that while there were delays in the system, it was because
there were an insufficient number of workers to handle the number of claims. In addition, IBM
pointed out that during contract negotiations with IBM, FSSA specified that the system be able
to handle up to 4,200 applications per month. However, during the severe recession of
2008-2010, the number of applications frequently exceeded 10,000 per month.®' The IBM
spokesman made it clear that changing from the assigned caseworker approach was Indiana’s
idea, and was not proposed by I1BM.®? FSSA has since implemented a hybrid system that
incorporates the “successful elements of the old welfare delivery system” and a “modemized

system.” This system assigns caseworkers to welfare recipients and allows for more face-
to-face contact.

In its lawsuit, Indiana is demanding that IBM refund the $437 million the state already paid
to IBM. Indiana also wants reimbursement of all overtime pay state employees earned working
longer hours due to problems with the system. In addition, Indiana insists that IBM be liable for
any federal penalties or damages from any lawsuits filed by others because of delays in pay-
ments to citizens. IBM countersued Indiana to keep the $400 million it was already paid and for
an additional $53 million for the equipment it left in-place, which FSSA workers are now using.%?

In a press release issued at the time the lawsuit was filed, IBM claimed that Indiana had
acknowledged that the new system had reduced fraud that was estimated to cost over $100
million per year, led to creation of 1,000 new jobs, and reduced Indiana’s operating expenses by
$40 million per year for 2008 and 2003 with projected savings of hundreds of millions in
upcoming years.®*

In'a 2012 court ruling, the judge ruled that IBM is not entitled to the more than $400 million
it sought from Indiana. In the same ruling, the judge denied IBM's claim for damages, while
ordering Indiana to pay $12 million for equipment provided by 1BM.®

Discussion Questions

1. Experienced observers point out that the development of a state social services system is
always exceedingly difficult. Multiagency interaction and interdependence often leads to
delays and complications in getting requirements finalized and agreed upon. And even if
that is accomplished, changes in welfare policies by the state or federal government can
render those requirements invalid and require considerable rework. Given the problems that
IBM encountered on this contract, should it decline the future opportunities it may have to
propose a new solution for a state social services system?

i
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> y. 2. Present a strong argument that the state of Indiana is entitled to reimbursement of all funds
/ paid to IBM as well as reimbursement of all overtime employees were paid due to fixing

problems associated with the new system. Now present a strong argument that IBM should
be allowed to keep all funds it has received so far for this new system.

3. Read about the judge’s recent ruling in this case (www.govtech.com/health/Nobody-Wins-
in-Indiana-vs-1BM-Lawsuit-Judge-Says.html). Do you agree or disagree with the ruling?
Provide three reasons to support your opinion.

3. When Certification Is Justified

When Don Tennant, former editor-in-chief of Computerworld, published an editorial in favor of IT
certification, he was promptly hit with a barrage of angry responses from IT workers.®® They
argued that testable IT knowledge does not necessarily translate into quality IT work. A worker
needs good communication and problem-solving skills as well as perseverance to get the job
done well. Respondents explained that hardworking IT workers focus on skills and knowledge
that are related to their current projects and don't have time for certifications that will quickly
become obsolete. Many readers indicated they suspected that vendors offer certification simply
as a marketing ploy and a source of revenue. They accused managers without technical back-
grounds of using certification as “a crutch, a poor but politically defensible substitute for knowing
what and how well one's subordinates are doing.”®”

Any manager would certainly do well to review these insightful points, yet they beg the
question: What useful purposes can certification serve within an organization?

Some CIOs and vice presidents of technology assert that many employers use cerjification
as a means of training employees and increasing skill levels within the company. Some
companies are even using certification as a perk to attract and keep good employees. Such
companies may also enhance their employee training programs by offering a job-rotation
program through which workers can acquire certification and experience.

Employers are also making good use of certification as a hiring gate both for entry-level
positions and for jobs that require specific core knowledge. For example, a company with a
Windows Server network might run an ad for a systems integration engineer and require a
Microsoft Certified Systems Engineer (MCSE) certification. A company that.uses Siebel cus-
tomer relationship management software might require a new hire to have a certificaticn in the
latest version of Siebel. !

In addition, specific IT fields, such as project management and security, have a greater
need for certification. As the speed and complexity of production increase within the global
marketplace, workers in a variety of industries are showing an increasing interest in project
management certification. With mottos like “Do It, Do It Right, Do It Right Now,” the Project
Management Institute has already certified more than 400,000 people. IT industry employers are
beginning to encourage and sometimes require project management certification.

Calls for training in the field of security management go beyond certification. The demand
for security workers is expected to continue to grow rapidly in the next few years in the face of
growing threats. Spam, computer viruses, spyware, botnets, and identity theft have businesses
and government organizations worried. They want to make sure that their security managers
can protect their data, systems, and resources. ‘
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One of the best-recognized security certifications is the CISSP, awarded by the Ir-]temﬁ;
tional Information Systems Security Certification Consortium. Yet the CISSP examination, I,-i
so many other IT cetification examinations, is multiple choice. Empmyers and IT workers alike
have begun to recognize the limitations of these types of examinations. They want to ensure
that examinees not only have core knowledge but also know how to use that knowledge—and a

multiple-choice exam, even a six-hour, 250-question exam like the CISSP, can't provide that
assurance.

Other organizations are catching on. Sun Microsystems requires the completion of pro-
gramming or design assignments for some of its certifications. So, while there is no universal
call for certification or a uniform examination procedure that answers all needs within the IT

profession, certifying bodies are beginning to adapt their programs to better fulfill the evolving
needs for certification in IT.

Discussion Questions

1. How can organizations and vendors change their certification programs to test for skills as
well as core knowledge? What issues might this introduce?

2. What are the primary arguments against certification, and how can certifying bodies change
their programs to overcome these shortcomings?

3. What are the benefits of certification? How might certification programs need to change in
the future to better serve the needs of the IT community?
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